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1. Overview

AERIFVRIVIBTE LD AWS Marketplace Ti#td2 AWS WAF F§ Managed Rule Groups T
&% [Cloudbric Rule Set]#HJ29547L Web ACL (GBS 2B0&E /S EICDEEREBT Bl ENEL
7—:0

1.1 Cloudbric Rule Set &l

Cloudbric Rule Set &(3. 75T RITUvIHBIFE LI AWS WAF F Managed Rules T9, 750 RIJUvIET7IY
>-17-8—EX (AWS : Amazon Web Service) DEA&RHEAMTHI T2 EIBL L BBE R THORNSHE—D
AWS WAF Ready Program O—>F/\—hF—TEHDE T, Iz, Cloudbric Rule Set (& 20 £ LOSER
TFIVFARBREBIESNI ) D\DICTHREEIN, EUILEF VT K EZHERF I3 DICREGIN R B RUEER
ZiTOTVEY,

AWS WAF Managed Rule &(3?

AWS Marketplace BRFEENMEMBLUEIRT . ERilcHBRRENTE AWS FBtz+1Y7¢ Rule Set T9., AWS
WAF 1-5hBE5I—IVEVER T 2E(ZIR< AWS Marketplace (CTHIZRON TS > BITICHERATSE, — RN
RERND Web 7TUT—>a>Flzld. APl Z3RBURET IUNTEET,
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1.2 Cloudbric Rule Set D917’

Rule set Bl
OWASP Top 10 TSTINST49(APAC)Y— w17 No.1 D Web 7TWr—33> IpAT7 94—
Rule Set WRII> S %iEE U Cloudbric WAF+DA > FUS T ARRANES 1 -V EREU.
N HEH OO HSERE/5— > ERICEAITHIET OWASP Top 10 SQL
: Injection, Cross Site Scripting(XSS) &E0RESsENSIRELE T,
Malicious IP Reputation Cloudbric Labs 0JOv/F1—->E8ERA>TUS 1 A& 95 #E 700,000 H
Rule Set 1 MEDUNEESN 2B RLIBIREEL . ZARRNBEE B I 2RIz, &, &
B R SA PRENSV IP ZHB1ICERLEY,
Tor IP Detection DEEDOIL -y NI =I7%8BU., 12—y NS T99%IN—T12T U "NST499D
Rule Set HECREER{ET S Tor I3UHN, IEGENRBEN TERAEINZHE. Web U4
BEEER_SA N Web 705232 (9 2B RS I CENTEET,
Bot Protection BEHIREFEPREDEREZEITI RN Bot O NI ZBREI R UERTL .
Rule Set THIYMDOFSHWY (ATO. Account Takeover)  Z75vE>4 ., 7IUr—3 3> /&
B R SA AD DD0S WERETLEHE (CHIZDEME Bot [CLBREAFHHIL. HEZFHUE
a_o

2. Cloudbric Rule Set &EFHE

AWS WAF T Cloudbric Rule Set #:&FE 93 z8(C(&. AWS Marketplace 75 Cloudbric Rule Set #57 X
I34TLTREV YIZI514TUTHS AWS WAF J>Y—JLICT Web ACL ( Cloudbric Rule Set ZEA Y%
CENATBEICARDZE T, Iz Cloudbric Rule Set ®/{\->3>i#iRE Amazon SNS (Simple Notification
Service) ZBUIP7YI7T—NBIHZHREI DN TEET,

2.1 Cloudbric Rule Set 7' 29U2>’>3>

e Step 1
AWS Marketplace [C7OTAUR#E AWS 7hHU> M AHLOTAOLET,

X% AWS Marketplace : https://aws.amazon.com/marketplace/

awsmatepice (Y @

About + Categories v Delivery Methods v Solutions ¥ AWSIQ Resources v YourSavedList Partners  Sell in AWS Marketplace ~ Amazon Web ServicesHome  Help
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https://aws.amazon.com/marketplace/pp/prodview-67jstscio2zyg
https://aws.amazon.com/marketplace/pp/prodview-7nz7liivgnhbu
https://aws.amazon.com/marketplace/pp/prodview-b6za3eofmlxsk?sr=0-3&ref_=beagle&applicationId=AWSMPContessa
https://aws.amazon.com/marketplace/pp/prodview-wdyqkecr6b7ig?sr=0-3&ref_=beagle&applicationId=AWSMPContessa
https://aws.amazon.com/marketplace/

» Step 2
&My (CICloudbric Rule Setl#t&3RL. YIZAIUTS 3> M ER Rule Set &%7UwILE T,

aws marketplace

About ¥ Categories +

Delivery Methods + Solutions v

Cloudbric Rule Set Q

AWSIQ =

Hello, Cloudbric AWS WAF ¥

Your Saved List Partners  Sell in AWS Marketplace ~ Amazon Web Services Home  Help

Resources v

Refine results Cloudbrie Rule Set (2 results) showing 1 -2 1 &
Sort By: Relevance v
Categories
cloudbric

Infrastructure Software (2)

¥ Delivery methods
Saas (2)

¥ Publisher
Cloudbric Corp. (2)

¥ Pricing model cloudbric

Usage Based (2)

¥ Pricing unit

Custom Units (2)

¥ Average rating

By Cloudbric Corp.
Fokkki T 4 AWS reviews | 13 external reviews

The AWS WAF rule set from Cloudbric is based on Cloudbric's logic engine, which had the leading
marketshare in the APAC market for five consecutive years. The intelligent logic-based rules
analyze millions of traffic logs and detect abnormal patterns and behaviors such as SQL Injections
and...

Cloudbric Managed Rules for AWS WAF - Malicious IP Reputation Rule Set
By Cloudbric Corp.

Jokdkok 1 AWS review | 13 external reviews

The Malicious IP Reputation set provides a list of IPs with a high threat index, compiled by
Cloudbric Labs via analyzing the data collected from over 700,000 sites in 95 countries daily.
Cloudbric’s Malicious IP Reputation greatly reduces the time and effort needed to identify the
threats to...

FAhks & up (2)
e Step 3
#EIRU Rule Set DFFNEZME2LIZ#&. [Continue to Subscribel #7Uvy/JU%d,
cloudbric Cloudbric Managed Rules for AWS WAF -
OWASP Top 10 Rule Set ,
Save to list
Sold by: Cloudbric Corp.
Cloudbric utilizes a logic-based intelligent WAF engine that was voted as Asia
Pacific's no.1 for 5 consecutive years. Automated updates ensures it protects
~ Show more
Fododrkis 4 AWS reviews | 13 external reviews
« Step 4
BIZIVT> 3> OIFREATIAE 1B HEFRUI# . [Subscribe 127UyIULLEFT .
Cloudbric Managed Rules for AWS WAF - OWASP Top 10 Rule Set
You are currently not subscribed to this product. Once you begin your subscription,
you will be charged for your accumulated usage at the end of your next billing cycle [ B ]
based on the costs listed in Pricing information on the right. l}
By subscribing to this software, you agree ic the pricing ferms and the
seller's End User License Agreement (EULA). You also agree and
acknowledge that AVWS may share information about this transaction
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e Step 5
Cloudbric Rule Set YT 4T a>h'5E T UEUE. Cloudbric Rule Set #IAMzs(C Set Up
Your Accountlz/UyIL AWS WAF 1>V —)UCFBEILE T,

Congratulations! You are now subscribed!

To begin using this software, you will be redirected to the Cloudbric Managed Rules
for AWS WAF - OWASP Top 10 Rule Set website. Simply click the button below to set up
your account and complete your registration. If you are unable to complete your
registration, you can always return here through the Your Software page on AWS
Marketplace.

Set Up Your Account

I
by’

2.2 Cloudbric Rule Set D&

e Step1
AWS WAF 2>Y-=)UC7IEALET,
X AWS WAF J>Y—Jb : https://console.aws.amazon.com/wafv2/

aws, EEE Services Q

WAF & Shield X Security, Identity, and Compliance

" AWS WAF

Getting started

webAC Protect your web applications

Bot Control ‘F b I- _t
Application integration ro m CO m m O n We eXp O | S
soks D

AWS WAF is a web application firewall service that lets you monitor web requests that are
IP sets

forwarded to an Amazon API Gateway API, an Amazon CloudFront distribution, or an
Regex pattern sets Application Load Balancer. You can protect those resources based on conditions that you

specify, such as the IP addresses that the requests originate from.
Rule groups
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https://console.aws.amazon.com/wafv2/

e Step 2
Web ACL XZ1—(CT Cloudbric Rule Set @92 Web ACL &z27UvIUFEY,

(L] . T
ss: Services Q, Search

WAF & Shield X AWS WAF Web ACLs

v AWS WAF Web ACLs info

Getting started

Q

Web ACLs

Bot Control Name A Description

Application integration

SDKs m exam % -

IP sets

e Step 3
Web ACL OlRulesIX=1—(#EUIz&. TAdd rulesIhSTAdd managed rule groups%i&iRU
9,

example_a cl Download web ACL as JSON

Overview Rules Bot Control Associated AWS resources Custom response bodies Logging and metrics

CloudWatch Log Insights @

Rules (0) Add rules &

Q Add managed rule grou T}

Add my own rules and rule groups

- Step 4
Cloudbric CorpliCTHYT 24U 3> Ul Cloudbric Rule Set 2831{bU. TAdd ruleslz/UyIUE
9,
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% Rule Set FAMN2ITz8ICIETEdit]Z2UysL Rule d Action % count LU THBEZRU TEE,

Add managed rule groups

Managed rule groups are created and maintained for you by AWS and AWS Marketplace sellers.

» AWS managed rule groups

v Cloudbric Corp. managed rule groups

Name Capacity Action

Malicious IP Reputation Rule Set

Cloudbric Labs provides a comprehensive list of Malicious IP Reputation 0 Add to web ACL
based on threat intelligence gathered from over 700,000 sites in 95 6

countries, reducing the amount of time required for identifying and

processing, and in turn, helping minimizing the damages caused by these

threats.

(% Add to web ACL
OWASP Top 10 Rule Set

Cloudbric utilizes a logic-based intelligent WAF engine that was voted as 1400
Asia Pacific's no.1 for 5 consecutive years. Automated updates ensures it

protects against the OWASP Top 10 vulnerabilities and new threats.
et IR

e Step 5
Cloudbric Rule Set 2 D22 TE{tI 3% 5. Malicious IP Reputation Rule Set WMEFEHI(SE
BAEN3L3100-IVB 5B % R ELE. [Savelz/UviL. IL—ILOER%ET TUET.

Set rule priority i

Rules

If a request matches a rule, take the corresponding action. The rules are pricritized in order they appear.

A Move up ¥ Move down
Name Capacity Action
o CloudbricCorp-Cloudbric_MaliciousIPReputationRuleSet 6 Use rule actions
CloudbricCorp-Cloudbric_OWASPTop 10RuleSet 1400 Use rule actions
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e Step 6
Web ACL ®IRules]*=1—4&b Cloudbric Rule Set B@ERIN TV E2ERBLETD,

@ Success

You successfully updated the web ACL example_acl.

AWS WAF ‘Web ACLs example_acl

example_acl Download web ACL as JSON |

Overview Rules Bot Control Associated AWS resources Custom response bodies Logging and metrics CloudWatch Log Insights @

e

Q 1 ©
Name Action Priority Custom response
CloudbricCorp-Cloudbric_MaliciousIPReputationRuleSet Use rule actions 0 -
CloudbricCorp-Cloudbric_OWASPTop10RuleSet Use rule actions 1 -
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2.3 Cloudbric Rule Set /{\—-33>Mi#EIR

e Step1
AWS WAF 2>V =)L IEALET,

X AWS WAF J>Y—Jb : https://console.aws.amazon.com/wafv2/

aws @ ams | Q

WAF & Shield

Security, Identity, and Compliance

v AWS WAF AWS WAF

Getting started

Protect your web applications
from common web exploits

SDKs ‘ Im

AWS WAF is a web application firewall service that lets you monitor web requests that are
IP sets forwarded to an Amazon APl Gateway API, an Amazon CloudFront distribution, or an
Application Load Balancer. You can protect those resources based on conditions that you

Regex pattern sets
specify, such as the IP addresses that the requests originate from.

Rule groups

AWS Marketplace

S~ _ s _a_ _a_ B __ il AuEIS ARIA T

* Step 2
Web ACL XZ1—(CT Cloudbric Rule Set ®/\—->3>%383R9d % Web ACL 2%29UvIUET .

%!V,S_, 232 Services Q, Search
WAF & Shield X AWS WAF Web ACLs
v AWS WAF Web ACLs info

Getting started

Q

Web ACLs

Bot Control Name A Description

Application integration

SDKs m exan [} -

IP sets

PUBLIC


https://console.aws.amazon.com/wafv2/

e Step 3
L= Web ACL OTRulel%7(1Z# &)L, Cloudbric Rule Set (CF1vo%U. TEditlRY>%IUvHLET,

example acl_ | Download web ACL as JSON |
Overview ‘ Rules | Bot Control Associated AWS resources Custom response bodies Logging and metrics | CloudWatch Log Insights @
Rules (2) ‘ Eqit | | Delete | ‘ Add rules ¥ |
‘ Q, Find rules | < 1 > &
-] Name Action Priority Custom response
O CloudbricCorp-Cloudbric_MaliciousIPReputationRuleSet Use rule actions 0 -

‘ CloudbricCorp-Cloudbric_OWASPTop10RuleSet Use rule actions 1 -

X RN -2 325 TEHAEF OWASP Top 10 (CBRD., IREHLTVET,

e Step 4
FIFA&N 3 Cloudbric Rule Set ®/\—->3>%i%R#%. [Save rulelz#EiRU. REZT TUET,

OWASP Top 10 Rule Set

Description Version

Cloudbric utilizes a logic-based intelligent WAF engine Default (using an unversioned rule group) v
that was voted as Asia Pacific’'s no.1 for 5 consecutive =

years. Automated updates ensures it protects against Capacity

the OWASP Top 10 vulnerabilities and new threats. 1400

Amazon SNS topic

Subscribe to notifications about this rule group from its provider.

arn:aws:sns:us-east-1:079609876149:Cloudbric_OWASP_Top_

% IRTES Default (B#/\—23>) OHRHLTHED. S Rule O7YIT—MNMIEDIERON -2 2RI ZFETT.
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2.4 Cloudbric Rule Set ®7v2J'5— NE*l

e Step1
AWS WAF OV =)L IEALET,

X AWS WAF J>Y—)b : https://console.aws.amazon.com/wafv2/

aws 838 Services | Q Search [Alt+S]

WAF & Shield X Security, Identity, and Compliance

- AWS WAF

Getting started

web s Protect your web applications

Bot Control

from common web exploits
soks (D

AWS WAF is a web application firewall service that lets you monitor web requests that are
IP sets forwarded to an Amazon APl Gateway API, an Amazon CloudFront distribution, or an
Application Load Balancer. You can protect those resources based on conditions that you
specify, such as the IP addresses that the requests originate from.

Regex pattern sets

Rule groups

e Step 2
Web ACL XZ1—(CT Cloudbric Rule Set ®/\—->3>%3%8iR9% Web ACL &%&7UvIULET,

RTES

WAF & Shield X AWS WAF Web ACLs

v AWS WAF Web ACLs  info

Getting started

Q

Web ACLs

Bot Control Name A Description

Application integration
SDKS@ example L\\S -

IP sets
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https://console.aws.amazon.com/wafv2/

e Step 3
L= Web ACL OTRulel47(1Z# &L, Cloudbric Rule Set (CF1vo%U. TEditlRY>&IUvHLET,

example acl_ | Download web ACL as JSON |
Overview ‘ Rules | Bot Control Associated AWS resources Custom response bodies Logging and metrics | CloudWatch Log Insights @
Rules (2) ‘ Eqit | | Delete | ‘ Add rules ¥ |
‘ Q, Find rules | < 1 > &
-] Name Action Priority Custom response
O CloudbricCorp-Cloudbric_MaliciousIPReputationRuleSet Use rule actions 0 -

‘ CloudbricCorp-Cloudbric_OWASPTop10RuleSet Use rule actions 1 -

e Step 4

Cloudbric Rule Set ® Amazon SNS (Simple Notification Service) topic ARN (Amazon
Resource Name) #R3w/J0LIE—-UIe%. Amazon SNS topic ARN %#i#RU. Amazon SNS O7vIF
— NBRIOEFR-J(BEILET.

OWASP Top 10 Rule Set

Description Version

Cloudbric utilizes a logic-based intelligent WAF engine Default (using an unversioned rule group) v
that was voted as Asia Pacific's no.1 for 5 consecutive -

years. Automated updates ensures it protects against Capacity

the OWASP Top 10 vulnerabilities and new threats. 1400
Amazon SNS topic

Subscribe to notifications about this rule group from its provider.
arn:aws:sns:us-east-1:079609876149:Cloudbric_OWASP_Top_10_Notifications [&
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e Step 5
Cloudbric Rule Set ®7vJF— NEXN1%Z5Z(EB1=840 Protocol & Endpoint ZA 3L Y,
- Topic ARN : JE—UTz Cloudbric Rule Set ® Amazon SNS topic ARN Z A1
- Protocol : Email zi#iR
- Endpoint : 7vJ7— NBAIZZESN AT RL2Z A

Amazon SNS

Details
Dashboard
Topic ARN
Topics
| Q, am:aws:snsius-east-1 :079609876149:Cloudbric_OWASP_Top_10_Notifications X |
Subscriptions
i Protocol
v Mobile The type of endpoint to subscribe
Push notifications | Email N |

Text messaging (SMS)
Endpoint

Origination numbers ; .
An email address that can receive notifications from Amazon SNS.

test@cloudbric.com |

@ After your subscription is created, you must confirm it. Info

% Email B9+ Protocol (CTT7YTT— MeRITERBIBA(C(E. 5% EUE Protocol [CES Endpoint Z AL TLEEL,

e Step 6
ABUIA=ILT7 RUR(TERRESN T AWS DEREEX—)LICTIConfirm subscriptionzi#iRU, 7vI7—h
BHIDEEZTT TUET,

You have chosen to subscribe to the topic:
arn:aws:sns:us-east-1:000000000000:cloudbric

To confirm this subscription, click or visit the link below (If this was in error no action is necessary):

Confirm substglphon

Please do not reply directly to this email. If you wish to remove yourself from receiving all future SNS subscription confirmation requests please send an email to sns-opt-out

(15] PUBLIC




3. Cloudbric Rule Set fi#f5 &

Cloudbric Rule Set ®FIf%IEL Rule Set OB I RIUTS 3> %f##I T 31z(C(E. AWS Marketplace O
TZOUT2aVEELEH(C AWS WAF IV —)LOETO Web ACL H'5 Cloudbric Rule Set ZHlIR 32 E
h&DFE 9, Iz Cloudbric Rule Set 07yJ7— MBI ZZIFESN TVSIBE . BT I 23RENFEELROE
5 Amazon SNS (Simple Notification Service) (CT Cloudbric Rule Set ®7vJF —NEXIZHIFRI Z2HNE

H&HNEY,

X YIT2IVT> 3> DHEEL Web ACL (CEFIUSE Cloudbric Rule Set H'5%>TW\3I5E . BREhHiEFd,

% Amazon SNS (Simple Notification Service) (CT Cloudbric Rule Set O7yJ7— NBAIZHIBRENBVEE, BAIREICHI2E
FERNRETZZENHDET .

3.1 Cloudbric Rule Set Y7 29541 7 k&

Step 1
AWS Marketplace OYIZHUT> 3> BRIV -IUCTIEALET .

X AWS WAF J2Y—)l : https://console.aws.amazon.com/marketplace/home#/subscriptions

AWS Marketpla g Search results for 'AWS Marketplace Subscriptions'

- Services

Manage subscription
) Features (209)
Discover products AT - .
@ AWS Marketplace Subscript @i

Resources ' New RO [ k
Digital catalog where you can find, bull,_'ami deploy software

Vendor Insights
Blogs (18,283)

Product Support Con

Step 2
ImanagelX=1—-(CTHIRIUT> 3> %#&kR 93 Cloudbric Rule Set ® 'managel #7JvJU%9d,

cloudbric Cloudbric Managed Rules for AWS WAF - Malicious IP Reputa...
by Cloudbric Corp.

Delivery method Access level

SaaS Agreement

Set up product Man

PUBLIC
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https://console.aws.amazon.com/marketplace/home#/subscriptions

e Step 3

IAgreementlDAIOI Actionsl(CTlICancel subscription1ziERUEY,

Summary

Product

Cloudbric Managed Rules for AWS
WAF - Malicious IP Reputation Rule
Set

Product

Set up product

Delivery method Product ID Usage instructions
SaaS 53cd6a3b-5461-413f-857e- Write review
058aef62c219

Subscription

View terms

Agreement

Seller
Cloudbric Corp. [4

~

Cancel subscription

Access level

Agreement

o Step 4
T—A%ETT TERVN L =R
LEd,

U FIVRwIR(CFIvIZ ANz, [Yes, cancel subscriptionl%i&iR

Cancel subscription X

Are you sure that you want to cancel your subscription to Cloudbric Managed Rules
for AWS WAF - Malicious IP Reputation Rule Set [4? Canceling your subscription
means that you lose access to the software.

/\ All resources and data related to this subscription will be deleted. Once
deleted, this data cannot be recovered.

I understand that canceling my subscription will delete all Cloudbric Managed Rules
for AWS WAF - Malicious IP Reputation Rule Set resources and data, and this data
cannot be recovered.

No, don't cancel

Yes, cancel subscriptiof
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3.2 Cloudbric Rule Set OHlIiR

e Step1
AWS WAF J>Y=)UC7IEALET .

% AWS WAF J>Y—Jb : https://console.aws.amazon.com/wafv2/

awg EEE Services (o} h [Alt+S]

WAF & Shield X

Security, Identity, and Compliance

S AWS WAF

Getting started

webacis Protect your web applications

Bot Control

from common web exploits

soks (2D
AWS WAF is a web application firewall service that lets you monitor web requests that are

IP sets forwarded to an Amazon API Gateway API, an Amazon CloudFront distribution, or an
Application Load Balancer. You can protect those resources based on conditions that you

Regex pattern sets
specify, such as the IP addresses that the requests originate from.

Rule groups

 Step 2
Web ACL XZ1—I(CT Cloudbric Rule Set ZHIRr9 2 Web ACL Z3&IRUZET,

sss .
sss Services

WAF & Shield X AWS WAF Web ACLs

v AWS WAF Web ACLs info

Getting started

Q

Web ACLs

Bot Control Name A Description

Application integration

SDKs m exarm % -

IP sets
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https://console.aws.amazon.com/wafv2/

e Step 3

lRules1%9J(C#&hL. HIFR92 Cloudbric Rule Set (CF1vs% AN [Deletelz/)vILET,

examp[e_a cl ‘ Download web ACL as JSON |
Overview | Rules | Bot Control Associated AWS resources Custom response bodies Logging and metrics ‘ CloudWatch Log Insights m
Rules (1) ‘ Edit | ‘ Delete hJ | Add rules ¥ |
| Q, Find rules < 1 > &
Name Action Priority Custom response

‘ CloudbricCorp-Cloudbric_OWASPTop10RuleSet Use rule actions 0

o Step 4
delete X%z AL, [Delete |27y IUHIBRLET .
Delete b158eb34-3607-4de1-a8e1-d0c50f3e3f23? X

& Are you sure you want to remove CloudbricCorp-
Cloudbric_OWASPTop10RuleSet from the web ACL?
This will remove the selected rules from the web ACL.

To confirm deletion, type "delete" in the field

delete

e (IR
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3.3 Cloudbric Rule Set 7vJ5F— NEXIDHIR

e Step1
Amazon SNS (Simple Notification Service) I>Y—=IUICTPILALET,

% Amazon SNS (Simple Notification Service) J1>Y—Jl : https://console.aws.amazon.com/sns/home

aws i Services | Q Search [Alt+S] | (I L (©) Ohio test@cloudbric.com @ 0000-0000-0000 ¥
Amazon SNS X
Application Integration
Dashboard .
Amazon Simple

Notification Service
Pub/sub messaging for
microservices and serverless

applications.

 Step 2
Subscriptions XZ1—(ZT Cloudbric Rule Set O7vJF — NEAI%ZZ(FEISN TS ID ZiRIRE.
[Delete JZ:#IRLE T,

Amazon SNS X Amazon SNS » Subscriptions
Dashboard Subscriptions (3) [ Dyt
Topics Q. Search
Subscriptions
1] A ‘ Endpoint v | Status
¥ Mobile
Push notifications [« ] 00000000-0000-0000-0000-000000... test@cloudbric.com @ Confirmed

Text messaging (SMS)

Origination numbers

PUBLIC


https://console.aws.amazon.com/sns/home

e Step 3
7y — NBAICEE T BHIBRIESRDD 1> RUNERRENZ5 Delete Jz#IRL. 7y 7 — NEBAOHIBRETT T
LEd,

Delete subscription X

Are you sure you want to delete this subscription? You can't undo this action.

Cancel ‘q}ﬂ

(15] PUBLIC




4. Cloudbric Rule Set #4401

Cloudbric Rule Set ([CBWTIEERIIIZ NI OIS 2FMRFNFEEUIHE . SMARFINFELEUAFED Rule
@ Action Z[ Count/[CTEEZRL. JOVILBVESICHIILIBZ T ZRENHDET .. UHU. ZNICEDERESHSYY
TIARETHRIINTUERIBNASHDET . Rule FISMLIERTERIAR(C, HEEZRAPRMERFL. SRRINFEEUAFE
D)\ F=>DHFISMLIET BH(C(F. Label BEEDT-TEZRD Rule Set ZEMU. FIFMUENR)S —ZBERT
DRENHDFT .

% Cloudbric OWASP Top10 @ Rule Set DFAT® Rule (C(d Label NEEESNTVET,

% IP 2820 Cloudbric Rule Set (& IP 7 RURUX MOBIFIRHFIEICEDEIE Label HERESNTVER A HISMLUENHKER IP idiHa.
5D IP ZFFR]L TV Rule Z4ERRL TLIREL,

4.1 Rule Action [CountlD:%E

e Step 1
AWS WAF J2>Y—-)UC7IEALEFT,
X AWS WAF J>Y—Jb : https://console.aws.amazon.com/wafv2/

awg EEE Services Q rch [Alt+S]

WAF & Shield X Security, Identity, and Compliance

S AWS WAF
Protect your web applications

Web ACLs

Bot Control

from common web exploits

Application integration

SDKs

@ AWS WAF is a web application firewall service that lets you monitor web requests that are
IP sets forwarded to an Amazon API Gateway API, an Amazon CloudFront distribution, or an
Application Load Balancer. You can protect those resources based on conditions that you

Regex pattern sets
specify, such as the IP addresses that the requests originate from.

Rule groups
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https://console.aws.amazon.com/wafv2/

e Step 2
Web ACL XZ1—4&b Cloudbric Rule Set Z#FH923 Web ACL Z#IRUF T,

aws gz s

WAF & Shield X AWS WAF Web ACLs

v AWS WAF Web ACLs info

Getting started
° Q

Web ACLs

Bot Control Name A Description

Application integration
SDKs @ example % -

IP sets

« Step 3
lRules]7J(CF#ENL. HIFMLIETS Rule Set (CF1yozE ANTEditlZz/UvIUET,

example_acl | Download web ACL as J5ON |
Overview Rules Bot Control Associated AWS resources Custom response bodies Logging and metrics CloudWatch Log Insighls@
Rules (2] ‘ [LT:S | | Delete | ‘ Add rules W |
Q 1 @
-] Name Action Priority Custom response
CloudbricCorp-Cloudbric_MaliciousIPReputationRuleSet Use rule actions )
CloudbricCorp-Cloudbric_OWASPTop10RuleSet Use rule actions 1

PUBLIC



e Step 4
BHISMLIBNHEER: Rule @ Action % Count (CEBERTEURE. ISave rulelziERUBISMLIELE T,

OWASP Top 10 Rule Set Rules

You can override rule actions for all rules and for individual rules. For a single rule, use the dropdown to specify an override action or to

remove an override.

Override all rule actions

‘ Choose rule action override v ‘

Cloudbric_BufferOverFlow

Remove all overrides

Cloudbric_XS5_1

Cloudbric_XS5_2

‘ Choose rule action override v ‘

Choose rule action override

‘ Choose rule action override v ‘

Cloudbric_SQLInjection_URL

‘ Choose rule action override v ‘

Cloudbric_SQLInjection_Header_2

‘ Choose rule action override v ‘

Cloudbric_RequestHeaderFiltering

‘ Choose rule action override v ‘

Q|

Allow
Block

Count I

CAPTCHA
Challenge

9 Remove Override

Cloudbric_5QLInjection_Header_1

‘ Choose rule action override v ‘

Cloudbric_RequestMethodFiltering

‘ Choose rule action override v ‘

Cloudbric_StealthCommanding_Body
1

‘ Choose rule action override v ‘
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4.2 Label E8D{HISNED Rule ;&M

e Step 1
Web ACL OIRulesIX—>(C7#8&1L. [Add Rulesli7> TIAdd my own rules and rule groupl
EIRUFFR Rule Z4ERRLET .
exd mple_a CI. ‘ Download web ACL as JSON ‘
Overview ‘ Rules ‘ Bot Control ‘ Associated AWS resources Custom response bodies ‘ Logging and metrics ‘

CloudWatch Log Insights @

Rules (1) Edit Delete Add rules A

Add managed rule groups

‘ Q, Find rules |
Add my own ru lewnd rule groups ‘
| Name Action Priority Custom response
O CloudbricCorp-Cloudbric_OWASPTop10RuleSet Use rule actions 0 -
e Step 2

2 DO statement 78 BUIB—E I BLICA—N—SvTZH4TAND IZEIRUET

- If a request: matches all the statements (AND)

If a request ‘ matches all the statements (AND) A ‘

matches the statement

matches all thel.{tatementﬁ (AND) ‘

In§
matches at least one of the statements (OR)

doesn't match the statement (NOT)
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e Step 3
Statement 1 (&4. 1 /(CTHIFMLIRLTE Rule E—ET BUIIR MW RIARE I BLIICEERLET
- Inspect : Has a label 3#iR
- Match key : HIFMLIBUT Rule (CERTEUI Label £ 1 %&3&1R

If a request | matches all the statements (AND) v ‘

Statement 1

Negate statement (NOT)
Select this to match requests that don't satisfy the statement criteria.

["] Megate statement results

Inspect

Has a label v

Labels

Labels are strings that rules add to the web request. You can evaluate labels that are added by rules that run before this
one in the same web ACL.

Match scope
© Label

() Namespace

Match key
Enter the string containing the label name and optional prefix and namespaces. For example, namespacel:name or
awswaf:managed:aws:managed-rule-set:namespacel:name.

Q, awswaf:managed:cloudbric:owasp:XS5_1 x

% Cloudbric OWASP Top 10 Rule Set @ Label &0#&i& : awswaf:managed:cloudbric:owasp:[Rule £]
- Il : Rule &M Cloudbric_XXS_110#54&. lawswaf:managed:cloudbric:owasp:XSS_1 ICTAEMENET
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Step 4

Statement?2 (3[4.1 I THIFMLIEENT Rule TERIRAINFEEULYII A MR Z A ZBRIN T DLICER
LFE9,

- Negate statement results : HEZOEX(CEZRIN TOARIEZAZIRIN T DLICFIVIERTE

- Inspect : SRARKINFEA I 254255 TE

AND

NOT Statement 2

Megate statement (NOT)
Select this to match requests that don't satisfy the statement criteria.

MNegate stgfement results

Inspect

Choose an inspection option v

% SQL injection KU XSS(Cross Site Scripting) KZ7%1%&4019% Rule [CPRD. AWS WAF [ruleMatchDetails |04 7¢4—)LRTY
DIZAM—ERUTARRR 2RI DEN TEET,
X ZORIIAD Rule TERARANFAEUISAICEIOJIEREFC awsmkp@cloudbric.com ABREIVEDHELEE W,

Step 5
Rule ¢—E9 314, JOYI924L5 Rule ® Action ZIBlockI(ZE%EL. TAdd RulelRy>%3&EIR L.
Rule #BHNLE Y.

Action

Action
Choose an action to take when a request matches the statements abowe.

Allow

0O Block %
Count
CAPTCHA
Challenge
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e Step 6
[4.11THFMLIRELTE Rule LDRRICERENSLITBITIRNRL (Priority) Zi&EULIR. [SavelRy>zi#E
IRU. BIFMIE Rule 3 EZ5E TUEY,

Set rule priority

Rules

If a request matches a rule, take the corresponding action. The rules are prioritized in order they appear.

Name Capacity Action
CloudbricCorp-Cloudbric_OWASPTop10RuleSet 1400 Use rule actions
(o] MyExceptionRule_xss_1 2 Block
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5. {Fix

5.1 K{H3EM (FAQ)

Q. YUIAMZEBAULL Rule ZHEEETEF T

Rule Set th@EMATNZ Web ACL @ [Sampled requests] > [Rule inside rule group] (CTHERTEEY . Web
ACL OF > %/ELHE. [Ruleld] OJ 71— ILRTHIERTEET,

% Sampled requests (FEAT 3 BRIOBIOUIIZ MOH, X 100 EOOF R TEET, ELLVABICOEFELTL. UATO AWS 7
ANOYN—H1/ RSB T,
https://docs.aws.amazon.com/ja_jp/waf/latest/developerguide/web-acl-testing-view-sample.html

Rule MR TEB07 71—V ReOT TP/ ILDBITY

» terminatingRuleld: UJTXz#& T Uz Rule ID TY,
DOTIZ M T UIZ Rule ARVMBE. COfEIE Default_Action &i2DF3

ex)

{

"timestamp": 1576280412771,

"formatVersion": 1,

"webaclId": "arn:aws:wafwv2:ap-southeast-2:111122223333:regional/webacl/STMTest/1EXAMPLE-2ARN-3ARN-4ARN-123456EXAMPLE",

"terminatingRuleId": "STMTest_SQLi_XSS",

"terminatingRuleType": "REGULAR",

"action": "BLOCK",

"terminatingRuleMatchDetails": [

{

"conditionType": "SQL_INJECTION",
"sensitivitylevel™: "HIGH",
"location": "HEADER",
"matchedData": [

e Ruleld: UJIANI—EU. #£TULTULRL nonTerminatingMatchingRules @ Rule ID T9,

ex)

{

"timestamp":1592357192516
"formatVersion":1
"webaclId":"arn:aws:wafv2:us-east-1:123456789@12:global/webacl/hello-world/5933d6d9-9dde-js82-v8aw-9ck28nva"
, 'terminatingRuleId”:"Default_Action”
,"terminatingRuleType": "REGULAR"
"action":"ALLOW"
"terminatingRuleMatchDetails":[]

, 'httpSourceName™:"-"
,"httpSourceld":"-"
"ruleGrouplList":[]
"rateBasedRulelist":[]

, 'nonTerminatingMatchingRules™:
[{

"ruleId":"TestRule"

,"action” :"COUNT"

, 'ruleMatchDetails":

% FHINEE AWS ROV (—H1 RODJTOflE SR T2,

04 @l : https://docs.aws.amazon.com/ja_jp/waf/latest/developerguide/logging-examples.html
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https://docs.aws.amazon.com/ja_jp/waf/latest/developerguide/web-acl-testing-view-sample.html
https://docs.aws.amazon.com/ja_jp/waf/latest/developerguide/logging-examples.html

Q. Cloudbric Rule Set N IEUSGEATETVWINMER IS5 EIHDEITH .

AWS WAF (3 Block ([CEEESN TS Rule EVITIZ M —ET DL, BEARMIC 403 Forbidden I5—#RUEY,
BUTFDOELSIC XSS WE#TFUHICATIL. Rule Set (GEASIN TLWIHTHER TS0\

e http://your-domain/<script>alert('XSS")</script>

Q. Cloudbric Rule Set DIRMFG4ZIEERT B ERHHETH

EARM(C AWS WAF Managed Rules OIREIANIEND/ VY — > REDEMSEME L. AWS Marketplace BRFEE QRN EAEE
HETHHINZNFTZHE. Rule DFEERBED/ \vF>JCBRAZNZENDN DBz, NBEULTOERA.

UNURHYS SQL Injection KU XSS (Cross Site Scripting) IZE# #4193 Rule (CBRD. AWS WAF
[ruleMatchDetails 10574 =)L RTUI IR M —BUTAR R R 2 MR T BENTEE T,

* SQL Injection EE—E9 5 Rule MIRANZAFOT DI

"terminatingRuleId": "STMTest_SQLi_XSS", ,"nonTerminatingMatchingRules":
"terminatingRuleType": "REGULAR", [{
"action": "BLOCK", "ruleld”:"TestRule”
"terminatingRuleMatchDetails": [ , taction”:"COUNT"
1 ,"ruleMatchDetails":
"conditionType": "SQL INJECTION™, [{
"sensitivitylevel™: "HIGH", "conditionType":"SQL_INJECTION"
"location": "HEADER", s Usensitivitylevel™: "HIGH"
"matchedData™: [ s location™: "HEADER™
"ie", , 'matchedData":[
"AND", "19"
"1t , tand”
] ,"1"]
} H

(ER)IIIX Mz T U Rule OIS / (BR)VIIANETUTULRL Rule D&

Q. Rule Set [CEFNTLS & Rule DFHMIIFIRZHEEETEF I

Rule ORANIERIE AWS Marketplace BRFEEOAFIIAEIET. £z, Rule OFEMIBHREZ NI ZIBE. )W IREC
HEAINZENNHDZH. 2NELTENER A
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Q. RIRHMKVBRIRFMN FLE T 515E. Cloudbric Rule Set DIRMIFKAEEEIHH(EHDFTH,

AWS T(& Managed Rules I EH DRI 2Z 3 DHEERIREL TOLEB A

UHU AWS WAF Managed Rules ([&—f%M(CZ<DI1-HTRZISN2BRZEBE(C/ERREIN TVBIEHERI2RIEIC
SOERRAIIBRNRININRRE T 2I5ENHNFET ., €Dzt Cloudbric Rule Set ZARFIRIB(GEA IS 2~4 BEEIEEZS)
D %RERL. ERRIECADEN4. Cloudbric Rule Set FIFMLE |2 S EVEE, HISMUBEIGERT 3 H#ER
WL,

I1-HOIRIE(CED Rule SRENEHLWGE. V3T RITUWID AWS WAF 1T —BERRUVERY-EXTHD
Cloudbric WMS ZigZ&WzUE T,

» Cloudbric WMS H—EZX : https://www.cloudbric.jp/cloudbric-wms/

o BREIVEDE : https://www.cloudbric.jp/inquiry/

Q. Cloudbric Rule Set DEHAEFECTIHEBTETETDH.

759 RITUyIiR— LR—S(CT Cloudbric Rule Set DZEEREZRENL THHET.
X IP B0 Rule Set DIBA. IP U MOBIMVIFIEICELD Rule (CBFAZNE IP UZMOEBERBFRAL THENEEA.

Cloudbric Rule Set for AWS WAF UJ—XJ—k

< JP: https://www.cloudbric.jp/managed-rules-for-aws-waf-release-notes/
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Q. Cloudbric Rule Set DA#REEESHBLIIN,

AWS Marketplace ® AWS WAF Managed Rule #l&(&
Cloudbric Rule Set fMEA&NTz Web ACL BT T 2 DOBU#EHELL TERENET.

@ Region: Web ACL O Region %X

@ Requests: & Region (C 100 HHEEAIT Web ACL (CZSE1/z Requests

Cloudbric OWASP Top 10 Rule Set ¥l 04!
« OWASP Top 10 Rule Set #l5&:

Region H/zh $25/8 (BEREITZED)
# Region ® 100 /3 Requests &Hfizh | $1/8

o {3 A:

1 20U—->3>(Hl: us-east-1)IfERLIZ Web ACL 2 D(C Cloudbric Rule Set Z@EAL
2 DM Web ACL (C 1 hARIZ{ES&N Iz Web Requests #' 1,000 54D E

us-east-1 Region

@ Region #ls&: $25.00 * 1 = $25.00

@ Requests #l&: $1.00(100 HHHED) * 10 Requests(1,000 754) = $10.00

= AiH(O+®): $35.00

o {5 B:

2 DDY—>3>(fl: us-east-1, us-west-2)(C Web ACL % 2 D3 D/ERKL Cloudbric Rule Set %@
ABuLT.

Web ACL (C 1 hBR{Ecnz Web Requests i'&U—32(C 1,000 HHEFDHE

us-east-1 Region

@ Region $ls&: $25.00 * 1 = $25.00

@ Requests #s&: $1.00(100 HHA4HED) * 10 Requests(1,000 H4) = $10.00
us-west-2 Region

® Region $l&: $25.00 * 1 = $25.00

@ Requests #l&: $1.00(100 HH4HD) * 10 Requests(1,000 H4) = $10.00

= A (@+@+3®+@): $70.00
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5.2 Cloudbric OWASP Top 10 Rule

Rule S

Buffer Overflow Web H—/{—(CHUXEY _EDEigE A —/\-S82L57R. HIRMELDAESRYA DT
—ANEENTVBVIIZ MeiklT

Cross Site Scripting (XSS) D34 7> MITTEITRIBEREBEHDAVUT Mt A S 25l s 2B R

SQL Injection FT—AR=R(CHUARIER SQL VTUEIED(FI 250 % Bl

Directory Traversal Web H—=N\—-0F (LI NBLUIT71)IUIT7 I R %5 H DU TR Ne kT
Request Method Filtering TERTEFRBROHTTP VIIZ DXV R BT

Request Header Filtering Web J3O9HICEDFITENRIERER HTTP UJIRRAIERD, AvFD—ED

BERMRIITVBD ELLEBEBMEENY —IVICL BN IERT T ADIG SRR

Stealth Commanding 2D Web 775 —2a>(4. #Ee%EITIBIHIC OS WS TOI S L= ERLE

9., Web 7JUT—2a>h HTTP UUI AN ZASL TN T 0 S AILIBIREEET

356 REEBREZSNEAL. BEROHZINREBEASIEET. TDE. 0S

SHEBTOI S LN CORE AIBREEITIEREICLD. NOADARBEZEZ[FITZ0. B
BRI-ROEITEEFILET .

File Upload Web B —/\—TE4TaI8ERT71 LD 7yTO— R Bl
XXE Injection XML RFa2X>RD External entity ZFAWT. O—-ALI7( )L OREREZLIITIR
LrBRrUET,
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